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1. Introduction 1

1 Introduction1

Here is an introduction section2

1.1 subsection in the Introduction section3

2 The CMS detector4

The central feature of the CMS apparatus is a superconducting solenoid of 6 m internal diame-5

ter, providing a magnetic field of 3.8 T. Within the solenoid volume are a silicon pixel and strip6

tracker, a lead tungstate crystal electromagnetic calorimeter (ECAL), and a brass and scintilla-7

tor hadron calorimeter (HCAL), each composed of a barrel and two endcap sections. Forward8

calorimeters extend the pseudorapidity coverage provided by the barrel and endcap detectors.9

Muons are detected in gas-ionization chambers embedded in the steel flux-return yoke outside10

the solenoid. A more detailed description of the CMS detector can be found in Ref. [1].11

The silicon tracker measures charged particles within the pseudorapidity range |η| < 2.5.12

During the LHC running period 2010-2016, the silicon tracker consisted of 1440 silicon pixel13

and 15 148 silicon strip detector modules. For nonisolated particles of 1 < pT < 10 GeV14

and |η| < 1.4, the track resolutions are typically 1.5% in pT and 25–90 (45–150) µm in the15

transverse (longitudinal) impact parameter. From 2017 onwards, the silicon tracker consisted16

of 1856 silicon pixel and 15 148 silicon strip detector modules. For nonisolated particles of17

1 < pT < 10 GeV and |η| < 2.5, the track resolutions are typically 1.5% in pT and 20–75 µm in18

the transverse impact parameter.19

The ECAL consists of 75 848 lead tungstate crystals, which provide coverage in pseudorapidity20

|η| < 1.48 in a barrel region (EB) and 1.48 < |η| < 3.0 in two endcap regions (EE). Preshower21

detectors consisting of two planes of silicon sensors interleaved with a total of 3X0 of lead are22

located in front of each EE detector. In the barrel section of the ECAL, an energy resolution23

of about 1% is achieved for unconverted or late-converting photons that have energies in the24

range of tens of GeV. The remaining barrel photons have a resolution of about 1.3% up to a25

pseudorapidity of |η| = 1, rising to about 2.5% at |η| = 1.4. In the endcaps, the resolution26

of unconverted or late-converting photons is about 2.5%, while the remaining endcap photons27

have a resolution between 3 and 4%. When combining information from the entire detector, the28

jet energy resolution amounts typically to 15–20% at 30 GeV, 10% at 100 GeV, and 5% at 1 TeV.29

The forward hadron (HF) calorimeter uses steel as an absorber and quartz fibers as the sensitive30

material. The two halves of the HF are located 11.2 m from the interaction region, one on each31

end, and together they provide coverage in the range 3.0 < |η| < 5.2. They also serve as32

luminosity monitors. Each HF calorimeter consist of 432 readout towers, containing long and33

short quartz fibers running parallel to the beam. The long fibers run the entire depth of the34

HF calorimeter (165 cm, or approximately 10 interaction length), while the short fibers start at35

a depth of 22 cm from the front of the detector. By reading out the two sets of fibers separately,36

it is possible to distinguish showers generated by electrons and photons, which deposit a large37

fraction of their energy in the long-fiber calorimeter segment, from those generated by hadrons,38

which produce on average nearly equal signals in both calorimeter segments.39

In the region |η| < 1.74, the HCAL cells have widths of 0.087 in pseudorapidity and 0.08740

in azimuth (φ). In the η-φ plane, and for |η| < 1.48, the HCAL cells map on to 5× 5 arrays41

of ECAL crystals to form calorimeter towers projecting radially outwards from close to the42

nominal interaction point. For |η| > 1.74, the coverage of the towers increases progressively to43

a maximum of 0.174 in ∆η and ∆φ. Within each tower, the energy deposits in ECAL and HCAL44
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cells are summed to define the calorimeter tower energies, which are subsequently used to45

provide the energies and directions of hadronic jets.46

Three types of gas ionization chambers were chosen to make up the CMS muon system: drift47

tube chambers (DTs), cathode strip chambers (CSCs), and resistive plate chambers (RPCs).48

The DTs are segmented into drift cells; the position of the muon is determined by measur-49

ing the drift time to an anode wire of a cell with a shaped electric field. The CSCs operate as50

standard multi-wire proportional counters but add a finely segmented cathode strip readout,51

which yields an accurate measurement of the position of the bending plane (R − φ) coordi-52

nate at which the muon crosses the gas volume. The RPCs are double-gap chambers operated53

in avalanche mode and are primarily designed to provide timing information for the muon54

trigger. The DT and CSC chambers are located in the regions |η| < 1.2 and 0.9 < |η| < 2.4,55

respectively, and are complemented by RPCs in the range |η| < 1.9. We distinguish three re-56

gions, naturally defined by the cylindrical geometry of CMS, referred to as the barrel (|η| < 0.9),57

overlap (0.9 < |η| < 1.2), and endcap (1.2 < |η| < 2.4) regions. The chambers are arranged to58

maximize the coverage and to provide some overlap where possible.59

Events of interest are selected using a two-tiered trigger system [2]. The first level (L1), com-60

posed of custom hardware processors, uses information from the calorimeters and muon detec-61

tors to select events at a rate of around 100 kHz within a fixed time interval of about 4 µs. The62

second level, known as the high-level trigger (HLT), consists of a farm of processors running a63

version of the full event reconstruction software optimized for fast processing, and reduces the64

event rate to around 1 kHz before data storage.65

3 DQM infrastructure and tools66

The Data Quality Monitoring is a central infrastructure in the CMS experiment. It is used in67

the following key environments:68

1. Online, for real-time detector monitoring;69

2. Offline, for the prompt-offline-feedback and final fine-grained data quality analysis and70

certification;71

3. Validation of all the reconstruction software production releases;72

4. Validation in Monte-Carlo simulation productions .73

The DQM system spans the entire CMS readout and reconstruction chain as can be seen in74

Figure 1.75

Though the basic structure of the Run1 DQM system[3, 4] remained the same for Run2[5–7],76

between the Run1 and Run2 periods, the DQM system underwent substantial upgrades in77

many areas[8], not only to adapt to the surrounding infrastructure changes, but also to provide78

improvements to meet the growing needs of the collaboration with an emphasis on more so-79

phisticated methods for evaluating data quality. It was needed to cope with the higher-energy80

and -luminosity proton-proton collision data, as well as the data from various special runs,81

such as Heavy Ion runs.82

This section describes the current DQM software, structure and workflow in the different envi-83

ronments.84
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Figure 1: Usage of the DQM framework in the CMS experiment.

3.1 DQM system and usage85

In the CMS experiment, the DQM group serves three related, but subtly different purposes:86

1. it provides monitoring, that means it raises alarms when some part of the detector mal-87

functions;88

2. it provides data certification, that means it records for which fractions of taken data parts89

of the detector were faulty;90

3. it aids debugging, by providing detailed information that helps experts to find the cause91

of spotted issues.92

The output for each of these tasks is very different: for the first two, it can be reduced to a93

single bit indicating the data quality as good or bad. The difference between monitoring and94

certification is that for monitoring the results have to be available in real time, while some95

false positive and even false negative rate can be tolerated. Instead for certification, the error96

rate should be as low as possible, while a delay of several days is acceptable. In contrast, as a97

debugging tool, the output of DQM consists of a large amount of plots called monitor elements98

(MEs). Usually, these are histograms in ROOT [9] format of some quantity derived from event99

data for a subpartition of the detector and some window of time. Detector experts can browse100

these MEs to understand what is happening in the detector.101

The DQM group cooperates with each of the CMS subsystems to collect data about the subsys-102

tem and display it in an useful way. Subsystems are usually the different detectors in CMS, but103

also groups that are not directly represented in the CMS detector, such as the trigger systems104

and also DQM itself.105

The DQM system consists of modules in the CMS data processing software (CMSSW) [10] as106

well as independent applications (see Section 3.2), which are run on hardware infrastructure107
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dedicated to DQM. This software can roughly be decomposed into a data collection step, which108

consumes CMS event data and produces MEs, which are no longer connected to individual109

events; a visualization part, which makes the MEs browsable in a convenient form; and tools110

to handle metadata, including the final certification results. Each of these parts also has a111

user interface (UI): the data collection software is provided by subsystem experts, which are112

users of DQM; therefore the application programming interfaces (APIs) in this part of the DQM113

software are a part of the user interface.114

The visualization of MEs is part of the user interface provided for debugging, but also used115

internally by the monitoring and certification team. This team then uses tools to record their116

findings, which are presented to the collaboration on another set of interfaces and user-facing117

APIs. This user interaction turned out to be one of the biggest challenges in DQM.118

3.1.1 DQM software119

Figure 2: Schematic overview of the DQM system.

CMS event data is processed by CMSSW, using the event data model (EDM) framework specif-120

ically built for this purpose. This EDM framework allows to decompose the processing into121

small plugins, which are connected into sequences that event data is piped through.122

The DQM system spans the entire CMS readout and reconstruction chain. Figure 2 shows a123

schematic overview of most of the components of DQM, with the software parts of the DQM124

system highlighted in gray.125

DQM code runs as part of CMSSW for most places where CMSSW is used: in the High Level126

Trigger (DQM at HLT), in the dedicated online DQM machines, in the data reconstruction jobs127

in the CMS computing centers, and in the simulation and reconstruction jobs used for release128

validation and Monte-Carlo production. The MEs produced by all these jobs are aggregated129

in the DQM Graphical User Interfaces (DQMGUIs),which archive the data and provide a web-130

based interface to browse and view the DQM output. The DQMGUIs are then queried by131

the DQM shifters, certification and validation teams and subdetector experts, sometimes using132

additional tools. Most of these tools are summaried in Section 3.2.133
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The DQM plugins are developed by subsystem experts, using a framework provided by DQM.134

This DQM framework touches some corner cases of the EDM framework, since it consumes135

machines, in the data reconstruction jobs in the CMS computing centers, and simulated or136

event data but stores and outputs non-event data.137

Since the functionality of the DQM framework within CMSSW to produce and save non-event138

data is also useful for other applications, there are a few plugins which use DQM infrastructure,139

even though they are not within the scope of DQM as outlined previously. Primarily such140

plugins are used by the Alignment and Calibration group to save data required to update the141

detector conditions, while providing the detector conditions to all CMSSW plugins handled by142

CMSSW EDM directly.143

3.2 DQM tools144

Several independent applications have been developed around the DQM system as shown145

on Figure 2, including the Run Registry (RR), the Graphical User Interface (DQMGUI), the146

Historic Data Quality Monitor (HDQM) and the DQM2 tool. All these tools were built and147

maintained by DQM team and deal with CMS event data. However, detector information as148

well as LHC running conditions were monitored by the Web Based Monitoring (WBM) and149

Online Monitoring Systems (OMS). The following sections describe briefly the functionality of150

all these tools.151

3.2.1 Run Registry152

The CMS Run Registry (RR) [11] was a tool for tracking the quality of data taking runs for153

the experiment. This information was used to determine which data taking runs are used by154

various physics analyses. The RR consisted of a suite of applications deployed in the Web155

Based Monitoring(see Section 3.2.5) servers. The Online RR provided a user interface and tools156

for shift personnel to provide the initial quality assessment as runs are taken. The Offline RR157

provided a user interface and tools for offline shift personnel further evaluating data quality158

information for runs, this is shown in Figure 3. The User RR application provided a user inter-159

face and API for end users to browse, query, and export certification results for use in physics160

data analysis or other uses.161

The RR was extensevely and sucessfully used during Run1 and Run2 data taking periods, and162

it was developed with the best existing technology of 2010-2012. In 2018 it was decided that a163

new upgraded version which made use of the latest programming and web technologies was164

needed. The 2018 version of RR was built up from the previous version and although some165

functionality was copied to function in the same way, the complexity was reduced by creating166

a same database for both Offline and Online content. An ”event sourcing” schema design was167

selected on top of a regular SQL (Postgres) database: actions are saved in an SQL table. Several168

new features were also added including history tracking, since database is now immutable;169

bookmarkability, i.e. shareability of filtered runs; fields to store Machine Learning certification170

results in the future; linkability to OMS (see Section 3.2.5) and to DQM GUI and HDQM (see171

Section 3.2.3) applications.172

2018 RR is divided into two parts, online and offline: online being the part of the web applica-173

tion used to record data monitoring results, run by run, by an online DQM shifter at Point 5.174

Offline being the part later used by shifters and data certification experts to certify the datasets175

from the runs that passed through online. Both -online and offline- are integrated into one web176

application (only one link is needed). It uses e-groups for authentication and a Python API177

client was created to access and modify data by other applications. Figure 4 shows a snapshot178
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of the current RR. RR has being extensively commisioned during LS2 cosmic data taking and179

Run2 data reprocessing and certification and will be used from Run3 onwards.180

Figure 3: A snapshot of the Run2 Run Registry.

Figure 4: A snapshot of the 2018 Run Registry.

3.2.2 The Graphical User Interface181

The monitor elements produced by CMSSW jobs are uploaded to the DQMGUI [3] for browsing182

and distribution. There are three main instances of the DQMGUI software, each running on183

dedicated hardware:184

• the online DQMGUI, which displays data from the online system and is physically185

located in the datacenter at LHC Point 5;186

• the offline DQMGUI, which holds the DQM output from offline reconstruction and187

has the largest volume of data;188

• the RelVal DQMGUI, which holds the DQM output for release and MC validation.189

Each DQMGUI consists of a web server hosting the web-based user interface (Figure 5), HTTP-190

based APIs to access DQM data, and a custom-built database called the index, which holds191

the actual monitor element data and can be queried via the APIs. Data enters the DQMGUIs192

as ROOT files containing the monitor elements. As a special case, the online DQMGUI also193
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receives monitor elements from the online system over a custom network protocol: these live194

mode monitor elements are immediately shown in the web interface.195

The detector experts contribute code to the DQMGUIs in the form of render plugins, which196

determine how monitor elements should be displayed, as well as layouts, which provide useful197

overviews tailored to specific use cases.198

Figure 5: Example from the DQM Graphical User Interface.

The DQMGUI was used sucessfully during the Run1 and Run2; in the year 2020 it was re-199

designed making use of modern technologies which would allow for better maintainability as200

well as an ability to add more complex features, which would improve the user experience.201

The redesign was made in both the frontend and the backend, keeping them as independent202

projects. The new GUI frontend is now a statically generated site with access to the backend203

via ajax http requests, in comparison to the old one which was server rendered on every page204

change. The new DQMGUI backend was designated with the latest ProtoBuf technologies, so205

that now DQM ROOT files can be directly read from disk (EOS) [12] instead of the previous up-206

loads to the server which produced some problems like corruption of database index or failing207

uploads.208

This architecture allows three advantages:209

• Performance: every time there is a page change, there is no need to go to the server210

and re-render everything.211

• Maintainability: backend and frontend are decoupled and thus can even be devel-212

oped by separate teams.213

• Deployment: frontend can be deployed everywhere as it just consists of static html,214

css and js files.215

Several new features were added to the DQMGUI:216

• Java Script ROOT plots overlay217

• Plots with per lumisection granularity (offline GUI only) instead of run by run218

• Clear indication of errors, updates and loading219

• Live mode plots updates are based on files, but not streamed directly by clients220

• Different ways of plot comparison with up to 8 histograms221



8

The technologies used for the frontend were the following:222

• React.js - A library for building user interfaces223

• TypeScript - the main benefit of Typescript is that it offers the ability to add static224

types to Javascript code.225

• Next.js - web application framework, based on React.226

• Ant design - React UI library.227

• Styled Components - a tool for overwrite component styles (in this case Ant Design228

component css).229

The Figure 6 shows a snapshot of the new DQMGUI with a comparison of up to 8 different230

versions of the same ME. The new DQMGUI has entered its commisioning state during the231

LS2 and is expected to be fully operative during year 2021 in time for the Run3 data taking.232

Figure 6: Example from the new DQM Graphical User Interface.

3.2.3 The Historic Data Quality Monitor233

Monitoring the time evolution of data related observables is important for the successful oper-234

ation of the LHC experiments. It permits keeping control on data quality during LHC running235

and also effectively checking the influence on data of any detector calibration performed during236

the year. The Historic Data Quality Monitor (HDQM) of the CMS experiment is a framework237

originally developed by the Tracker group of the CMS collaboration[13] that permits a web-238

based monitoring of the time evolution of interesting quantities (i.e. signal to noise ratio and239

cluster size) in the Tracker Silicon micro-strip and pixel.240

During LS2, the HDQM was extended to other subsystems from CMS and upgraded with241

numerous extra functionalities like time trends of relevant DQM quantities as a function of242

the run number, over long periods of data taking. Also 2D correlation plots, where each point243

represents a single run, can be easily obtained accesing DQM information from ROOT files244

directly stored in EOS. Information from OMS data is linked for each run and an API was245

added to ease the interaction. At present, this central CMS tool is being used by almost all246

the subsystems and subdetectors. Figure 7 shows an example from the HDQM Front End247

displaying several trends versus run number for different Tracker observables248

3.2.4 The DQM2 interface249

The DQM2 tool is a web based interface which allows to monitor in real time the processing of250

the Online DQM streams, including magnitudes such as:251
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Figure 7: Example from the HDQM Front End displaying several trends versus run number for
different Tracker observables.

• the delay (in seconds) of files delivered by the DAQ system on the DQM cluster, per252

LumiSection.253

• the amount of events per file delivered by the DAQ system on the DQM cluster, per254

LumiSection.255

• the list of running applications: this shows a list of all the configurations that were/are256

run for the run in question, including full logs257

3.2.5 Web Based and Online Monitoring System258

The DQM framework shows event data but needs accurate detector status information in order259

to provide hardware answers to possible data defects but also to collect information about LHC260

conditions at CMS and fill and run durations of data taking.261

Efficient operation of the detector requires widespread and timely access to a broad range of262

monitoring and status information. To that end the Web Based Monitoring (WBM)[14] system263

was developed to present data to users located anywhere from many underlying heteroge-264

neous sources, from real time messaging systems to relational databases. This system provided265

the power to combine and correlate data in both graphical and tabular formats of interest to266

the experimenters, including data such as beam conditions, luminosity, trigger rates, detector267

conditions, and many others, allowing for flexibility on the user’s side.268

The goal of the CMS WBM system is to provide collaborators a way to monitor the operational269

status of the detector and diagnose problems from any location via a web browser. The WBM is270

a set of hardware and software that acquires data from diverse online monitoring sources and271

makes them available to a set of web based applications accessible to any authenticated user272

anywhere.273

These applications gave access to a summary of the current status of the experiment as well274

as convenient access to historical data. A single application can easily include information275

from different major online systems and the LHC accelerator. These applications are used by276

shift crew members, detector subsystem experts, operation coordinators, and those performing277

physics analyses. The tools have become important in managing data taking operations for the278
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CMS detector. This monitoring was complementary to the DQM tools that are based on event279

data.280

Status of the trigger and DAQ systems is provided via the monitoring system of the online data281

acquisition framework XDAQ[15]. XDAQ is a software platform designed at CMS specifically282

for the development of distributed data acquisition systems. In addition to obtaining general283

status information, the Scaler server examines rate-counter information to note starts and stops284

in data taking and writes this information to the database. This information is used by WBM285

services that account for operational down time. Trigger scaler data is also recorded in the286

database. The Scaler server is a frontend in the data acquisition system, and contains hardware287

interfaces allowing it to insert some data it acquires into the raw data stream. This data in-288

cludes the beam position, luminosity, bunch number, scalers, and subsystem status and other289

information required by the High Level Trigger and DQM systems. Online luminosity infor-290

mation measured by CMS subdetectors is obtained from the luminosity subsystem via a Data291

Interchange Protocol (DIP) [16] and also logged to the database. This information is used to292

mark blocks of delivered luminosity, approximately 23 seconds in duration, called Luminosity293

Sections (LSs). The detector subsystem status as well as scalers and other run time information294

is recorded in the database for each of these sections. The LSs where some part of the detector is295

not functioning properly may be excluded from some offline physics analyses. These sections296

are long enough to allow a precise determination of the luminosity but short enough so that297

data loss is minimized when the detector is not fully functional.298

Since the inception of CMS, the WBM activity was the one that provided tools for run-time and299

retrospective monitoring of the detector. During the first decade of data taking (Run1+Run2),300

the WBM has accumulated experience and tools that provided efficient detector monitoring. In301

order to ensure longterm support of the manpower and technical resources for the monitoring302

tools required for CMS, in 2015 it was decided to re-designed the core functionality of former303

WBM into the CMS Online Monitoring System (OMS)[17] by mean of two layers: one for the304

aggregation layer and another for presentation. Framework and initial content development305

took place throughout the year 2017 and the first production version was announced in Febru-306

ary 2018. It is planned that OMS will have a full functionality starting in Run 3 (2021, fully307

replacing WBM) while active development has converged during 2019308

The OMS is an upgrade and successor to the WBM system, which is an essential tool for shift309

crew members, detector subsystem experts, operations coordinators, and those performing310

physics analyses. The CMS OMS is divided into aggregation and presentation layers. Com-311

munication between layers uses RESTful JSON:API compliant requests. The aggregation layer312

is responsible for collecting data from heterogeneous sources, storage of transformed and pre-313

calculated (aggregated) values and exposure of data via the RESTful API.314

The presentation layer displays detector information via a modern, user-friendly and customiz-315

able web interface. The CMS OMS user interface is composed of a set of cutting-edge software316

frameworks and tools to display non-event data to any authenticated CMS user worldwide.317

The web interface tree-like component structure comprises (top-down): workspaces, folders,318

pages, controllers and portlets. A clear hierarchy gives the required flexibility and control for319

content organization. Each bottom element instantiates a portlet and is a reusable component320

that displays a single aspect of data, like a table, a plot, an article. Figure 8 shows a reduced321

view of the OMS user interface.322
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Figure 8: A view of the Online Monitoring System (OMS) user interface.

4 DQM and Data Certification operation and performance323

4.1 Online data quality monitoring324

4.1.1 Online DQM system and operation325

4.1.2 DQM shift operation326

4.2 Data Certification327

4.2.1 Data certification workflow328

4.2.2 Data certification results329

5 Summary330
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